Complexity of information systems are increasing day by day. The security of information systems that are connected to public networks can be compromised by unauthorized, and usually anonymous, attempts to access them. By using public networks businesses and other institutions are exposed to numerous risks. This leads to more and more vulnerabilities in Information Systems. This situation calls for test methods that are devised from the attacker's perspective to ensure that test conditions are as realistic as possible. In this paper we will describe complete stages of Vulnerability Assessment and Penetration Testing on some systems and proactive action taken to resolve that vulnerability and stop possible attack. Also we will describe prevalent Vulnerability assessment techniques and some security tools for one web applications, including procedures which are used in real life for testing the security. In this paper we will explain the real analyzing of tests with all the procedures for one web applications, including all the attached stages which are used in real life for testing the security of web applications.
Introduction to Penetration Testing
test provides evidence to alert the management of the need to take security of information more seriously [6] . Penetration testing evaluates the effectiveness of existing security products and provides the supporting arguments for future investment or upgrade of security technologies. It provides a "proof of issue" and a solid case for proposal of investment to senior management [7] .
Vulnerability Assessment and Penetration Test -How to conduct a test?
Vulnerability Assessment and Penetration Testing is a total 9 step process that is shown in Figure 1 . First of all, the tester must set the scope of the assignment (black / gray / white box). After deciding the scope, the tester gets information about the operating system, network, and IP address in reconnaissance step. After that, he uses various vulnerability assessment techniques on the testing object to find vulnerabilities. Then the tester analyzes the weaknesses found and makes the plan for the penetration testing. The tester uses this plan to penetrate the victim's system. After penetrating the system, the tester increases the privilege in the system. In the results analysis step, the tester analyzes all results and draws up recommendations to solve the system's vulnerabilities. All these activities are documented and sent to the management to take the appropriate actions. After all these steps, the victim's system and its program get affected and altered. In the cleanup step the system is restored to the previous state as it was before the start of the process [8] . The results of the test are thoroughly investigated during the test analysis phase. These results are provided to the organization so it must be comprehensive and systematic. Preparation of a mitigation plan is important in penetration testing [9] .
Penetration testing methodologies
Since most of the network or system penetration tests share some of the main phases, many security professionals have introduced different methodologies to conduct a penetration test ranging from simple ones to more sophisticated and formal processes. In general, the pen test involves three main stages that imitate the steps that would be used by real hackers to carry out an attack. The three respective phases are: preattack, attack, and post-attack. The pre-attack phase attemps to investigate or explore the target. The attack phase involves the actual compromise of the target. Lastly, the post-attack phase which is unique to the penetration testing team, attempts to return any modified system(s) to the previous stage before the test begins [6] . A basic method of penetration testing methodology consists of the 3 following steps shown in Figure 2 . 
Reconnaissance
Also known as the Information Gathering step, this is the process of searching available information that is used in a penetration test. Depending on the scope of a pen test, reconnaissance activities can be ranged from ping sweeps to discover IP addresses on the network, obtaining useful information from company employees, rummaging through company's dumpsters to find receipts of telecommunications services, to thieving, lying of people, interference in phone calls and the network. The search for information is limited by the willingness and ethical behavior agreed between the client and the penetration test team [6] .
Enumeration
This is the process where information is gained directly from the target system, apps, and networks with the help of tools and techniques in order to build the company's environmental picture. Network enumeration creates a view of the network configuration being tested, while the host enumeration identifies the services available on various devices like firewalls, routers, and web servers, and reveals their functions along with the opening ports that can be used to infiltrate the system. This process identifies and lists the potential weaknesses [6] .
Exploitation
The exploitation phase uses different automated tools, techniques and manual steps specifically executed to compromise the system through identified vulnerabilities or other open channels. The ultimate goal of this process is to provide administrative access to the system [6] . A formal method of penetration testing built around these 3 steps, usually involves more sub-activities, as shown in Figure 3 . Planning is the first step that affects the test result. Bootstrapping is the activity that starts the process again to see if there are new weaknesses. The most important step is Reporting, where a good report should consist of clear descriptions of problems together with their potential impacts, security level assessment, along with the number of practical recommendations for customers to reduce or eliminate in general such weaknesses.
Penetration testing techniques

Black box testing
In this technique, the tester does not have any prior knowledge of network architecture or network testing systems. Usually black box testing is performed from the external network into the internal network. The tester should use his expertise and skills to carry out this test.
Grey box testing
In this technique, the tester has some partial knowledge of the test network. The tester doesn't have the full knowledge of the network architecture, but he knows some basic information about network testing and system configuration. Gray box testing is the combination of two other techniques. This can be done from the internal or external network.
White box testing
The tester has full knowledge of network configuration and configuration of the network system. Usually this test is performed from the internal network. White box testing requires a deep understanding of the network or system and gives the best results.
Web Application Penetration Test
Web Application Penetration Test is the process that tests a website or a web application using manual or automatic penetration tests to identify any vulnerabilities, security weaknesses, or threats. Testing involves the use or implementation of any known attack in the application. The tester fabricates attacks and environment from the hacker's perspective, as using SQL Injection testings. Web applications technicaly expose themselves to attackers due to their very nature of being publicly accessed and processing data elements from within HTTP requests [10] .
The key goal of web penetration testing is to identify security vulnerabilities throughout the web application and its components (source code, database, and backend network). It also helps prioritize identified weaknesses, and ways to avoid them. So, the biggest weakness that exists, will show up at the beginning of the report.
Web Vulnerabilities
A web vulnerability is a weakness or misconfiguration in a website or web application code that allows the attacker to gain control over the site and possibly the host server. Most vulnerabilities are exploited through automated tools such as vulnerability scanners or botnets. Cybercriminals create specialized tools for search on the internet of certain platforms, looking for common and published weaknesses. Once found, these vulnerabilities are then exploited to steal data, distribute malicious content, or inject damage and spam content on the weak site.
Case Study -Web Application Penetration Testing
Process of Web Penetration Testing
After we have received the program and we are registered, in this case with the Acunetix program we begin the process of testing the target webpage. On the left side of the menu, we choose Targets that contains the list of pages tested earlier and the possibility to add new targets. We click the Add Target button and initially we write the URL of the webpage, then choose the type of Scan, whose options are shown in Figure 4 . We continue with the type of Report we want to see in the end (Affected Items, Developer, Executive Summary, Quick). Click the Create Scan button and so we have started the scanning or testing of the specified page. The penetration testing process does not have a fixed duration. Depending on the content of the site it may take several minutes or several hours. During the process, you can view the requests sent to the server and the average time of the responses being received. The Vulnerabilities and Site Structure buttons show the real-time list of weaknesses as soon as they are discovered, as well as the structure or form they have on the website. The Events button contains additional information about the time of when scanning started.Target Information provides data such as the name of the website, the type of server that hosts the site, the operating system, and whether the webpage is responsive. Latest alerts shows the number of weaknesses for High, Medium, Low and Informational levels. Already in deep scan, Figure 6 shows that testing has sent over 100,000 requests and has found 7 High vulnerabilities, 1 Medium, 1 Low, and over 200 Informational weaknesses, where the latter do not pose any significant risk. Once the scanning is complete, click the Generate Report button and the program will prepare the report which we can download in PDF format. Even if during the process we have clicked the Stop Scan button, we still have the opportunity to generate a report that will show all the weaknesses found until that moment. However, this method is not recommended because we may lose valuable information.
Summary of the tested Targets
With the permission of their owners, for this case study several websites were tested for vulnerabilities through NetSparker and Acunetix programs. By finding these weaknesses, we will be aware of whether the site is at risk from attackers, for access to sensitive information or blocking it.
The report consists of weaknesses found in these websites, the potential risk they contain, and suggestions to reduce and eliminate those problems in order to prevent potential attacks. Finally, the report will be submitted to site owners and developers to continue the process of improving vulnerabilities and security holes in those websites, thus protecting the risk of hacking. Because of security and confidentiality between the tester and the client, the names of the tested webpages will not be shown but will be marked with numbers: 1.
Target 1 2.
Target 2 3.
Target 3
Vulnerabilities
Target 1: 
Vulnerability: Cookie Not Marked as Secure -High Risk
Description:
This information can help an attacker gain a greater understanding of the systems in use and potentially develop further attacks targeted at the specific version of PHP.
Impact:
This cookie will be transmitted over a HTTP connection, therefore if this cookie is important (such as a session cookie), an attacker might intercept it and hijack a victim's session. If the attacker can carry out a man-in-the-middle attack, he/she can force the victim to make an HTTP request to steal the cookie.
Remedy:
1. See the remedy for solution.
2. Mark all cookies used within the application as secure. If the cookie is not related to authentication or does not carry any personal information, you do not have to mark it as secure.
3. Mark all cookies used within the application as secure.
Vulnerability: Version Disclosure (PHP) -Low Risk
Description:
We have identified a cookie not marked as secure, and transmitted over HTTPS. This means the cookie could potentially be stolen by an attacker who can successfully intercept and decrypt the traffic, or following a successful man-in-the-middle attack. This cookie will be transmitted over a HTTP connection, therefore if this cookie is important (such as a session cookie), an attacker might intercept it and hijack a victim's session. If the attacker can carry out a man-in-the-middle attack, he/she can force the victim to make an HTTP request to steal the cookie.
Impact:
An attacker might use the disclosed information to harvest specific security vulnerabilities for the version identified.
Remedy:
Configure your web server to prevent information leakage from the SERVER header of its HTTP response.
Vulnerability: Insecure Transportation Security Protocol Supported -Low Risk
Description:
Netsparker detected that insecure transportation security protocol (TLS 1.0) is supported by your web server. TLS 1.0 has several flaws. An attacker can cause connection failures and they can trigger the use of TLS 1.0 to exploit vulnerabilities like BEAST (Browser Exploit against SSL/TLS). Websites using TLS 1.0 will be considered non-compliant by PCI after 30 June 2018.
Impact:
Attackers can perform man-in-the-middle attacks and observe the encryption traffic between your website and its visitors.
Remedy:
Configure your web server to disallow using weak ciphers. You need to restart the web server to enable changes.
-For Apache, adjust the SSLProtocol directive provided by the mod_ssl module. This directive can be set either at the server level or in a virtual host configuration. 
Vulnerability: Insecure Transportation Security Protocol Supported -Low Risk
Description:
Netsparker detected that insecure transportation security protocol (TLS 1.0) is supported by your web server. TLS 1.0 has several flaws. An attacker can cause connection failures and they can trigger the use of TLS 1.0 to exploit vulnerabilities like BEAST (Browser Exploit Against SSL/TLS). Websites using TLS 1.0 will be considered non-compliant by PCI after 30 June 2018. Impact: Attackers can perform man-in-the-middle attacks and observe the encryption traffic between your website and its visitors.
Remedy:
Conclusions
Securing a computer, system, network or an app is the responsibility of everyone who is part of its configuration and those who use it. Starting with system architects, developers, testers, and product quality assurance team, and the project management team [11] . So, not only Cyber Security team have to deal with the risk that hackers bring. Organizations and companies should provide to teach their employees the basic rules of online protection, and the steps to be followed to prevent possible attack. Continuous system or application testing and tightening of protection mechanisms with updates saves the company's damage to unimaginable values. The timely improvement of technological equipment or their replacement with new equipment is a very important step in maintaining safety in general.
Outside the companies, all of us owning personal technology devices such as smartphones, computers, laptops, or any other smart device (TV, fridge, speaker) are also at risk of being intercepted and attacked. Nowadays it is known that there are many applications that have access to our data as soon as they are installed on the device. They can be used to record the movements and everything we do when we have a smartphone with us. The most commonly stolen information are the phone numbers and the location of the device.
Although a simple citizen may not have the privacy and data that risk large sums of money or confidential documents, privacy and personal confidentiality are the rights of everyone.
Internet protection begins with the awareness and recognition of the equipment or programs we face every day. Following are some recommendations on how to be safer in the cyber space.
